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Introduction
 The audience for today’s session
●
●
●
●
 Goals of this session
 Caveats & Terminology
The views and conclusions contained herein are those 
of the author(s) and should not be interpreted as 
necessarily representing the official policies or 
endorsements, either expressed or implied, of the 
National Science Foundation or Indiana University.
Note on Terminology:  We may use terms that have 
very specific meaning at IU; if so, we are using 
those terms generally and are *not* referring to IU’
s definitions.
e.g., “Sensitive data” - https://kb.iu.edu/d/augs 
 Some more notes about terminology
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Cybersecurity & Science
Our information technology 
world is stormy
 Science must be trustworthy and reproducible
 “But I don’t handle sensitive data….”
●
●
●
● …
…
● …
 “Isn’t this just an IT problem?”
…
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Cybersecurity Programs
 So, what is a cybersecurity “program?”
 Bottom line:  
 What does a PI or Project Manager want out of 
the cybersecurity program?
●
●
●
●
 For more information ...
 Advantages of Cybersecurity From Day 0
●
●
●
●
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Programmatic Must-Do’s
 Must-Do’s
 1 Classification and Inventory
 2 Identify Stakeholders
●
●
●
●
 3 Identify Roles & Responsibilities
●
●
●
 4 Policies and Procedures
●
●
 Master Information Security Policy and 
Procedures (MISPP)
●
●
●
●
●
●
● …
 5  Plan for and determine ownership of 
ongoing operational activities
●
●
●
●
●
●
 Questions
 Authentication and Authorization
 Configuration and Vulnerability Management
 Monitoring
 Incident Response and Remediation
 Data Recovery and Retention
 Staff Training and User Awareness
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